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Delta Report 

Web Application Report
This report was created by WebScanService 3.14

Scanned Web Application: http://hackme.webscanservice.com/

Scan ID: 5
 

Content 

This report contains following sections: 

- Application URLs 

- Security Issues
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Application URLs
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New URLs 

N/A
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Removed URLs 

N/A
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Remaining URLs 

1. http://hackme.webscanservice.com/ 

2. http://hackme.webscanservice.com/search.aspx 

3. http://hackme.webscanservice.com/default.aspx 

4. http://hackme.webscanservice.com/bank/login.aspx 

5. http://hackme.webscanservice.com/default.aspx?content=inside_contact.htm 

6. http://hackme.webscanservice.com/feedback.aspx 

7. http://hackme.webscanservice.com/default.aspx?content=personal.htm 

8. http://hackme.webscanservice.com/default.aspx?content=business.htm 

9. http://hackme.webscanservice.com/default.aspx?content=inside.htm 

10. http://hackme.webscanservice.com/default.aspx?content=personal_deposit.htm 

11. http://hackme.webscanservice.com/default.aspx?content=personal_checking.htm 

12. http://hackme.webscanservice.com/default.aspx?content=personal_loans.htm 

13. http://hackme.webscanservice.com/default.aspx?content=personal_cards.htm 

14. http://hackme.webscanservice.com/default.aspx?content=personal_investments.htm 

15. http://hackme.webscanservice.com/default.aspx?content=personal_other.htm 

16. http://hackme.webscanservice.com/default.aspx?content=business_deposit.htm 

17. http://hackme.webscanservice.com/default.aspx?content=business_lending.htm 

18. http://hackme.webscanservice.com/default.aspx?content=business_cards.htm 

19. http://hackme.webscanservice.com/default.aspx?content=business_insurance.htm 

20. http://hackme.webscanservice.com/default.aspx?content=business_retirement.htm 

21. http://hackme.webscanservice.com/default.aspx?content=business_other.htm 

22. http://hackme.webscanservice.com/default.aspx?content=inside_about.htm 

23. http://hackme.webscanservice.com/default.aspx?content=inside_investor.htm 

24. http://hackme.webscanservice.com/default.aspx?content=inside_press.htm 

25. http://hackme.webscanservice.com/default.aspx?content=inside_careers.htm 

26. http://hackme.webscanservice.com/default.aspx?content=personal_savings.htm 

27. http://hackme.webscanservice.com/default.aspx?content=privacy.htm 

28. http://hackme.webscanservice.com/default.aspx?content=security.htm 

29. http://hackme.webscanservice.com/survey_questions.aspx 

30. http://hackme.webscanservice.com/bank/ 

31. http://hackme.webscanservice.com/disclaimer.htm?url=http:/www.netscape.com 

32. http://hackme.webscanservice.com/disclaimer.htm?url=http:/www.microsoft.com 

33. http://hackme.webscanservice.com/subscribe.swf 

34. http://hackme.webscanservice.com/comment.aspx 

35. http://hackme.webscanservice.com/default.aspx?content=inside_community.htm 

36. http://hackme.webscanservice.com/high_yield_investments.htm 

37. http://hackme.webscanservice.com/retirement.htm 

38. http://hackme.webscanservice.com/default.aspx?content=inside_executives.htm 

39. http://hackme.webscanservice.com/survey_questions.aspx?step=a 

40. http://hackme.webscanservice.com/bank/20060308_bak/
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41. http://hackme.webscanservice.com/bank/account.aspx 

42. http://hackme.webscanservice.com/bank/account.aspx.cs 

43. http://hackme.webscanservice.com/bank/apply.aspx 

44. http://hackme.webscanservice.com/bank/apply.aspx.cs 

45. http://hackme.webscanservice.com/bank/bank.master 

46. http://hackme.webscanservice.com/bank/bank.master.cs 

47. http://hackme.webscanservice.com/bank/customize.aspx 

48. http://hackme.webscanservice.com/bank/customize.aspx.cs 

49. http://hackme.webscanservice.com/bank/login.aspx.cs 

50. http://hackme.webscanservice.com/bank/logout.aspx 

51. http://hackme.webscanservice.com/bank/logout.aspx.cs 

52. http://hackme.webscanservice.com/bank/main.aspx 

53. http://hackme.webscanservice.com/bank/main.aspx.cs 

54. http://hackme.webscanservice.com/bank/members/ 

55. http://hackme.webscanservice.com/bank/mozxpath.js 

56. http://hackme.webscanservice.com/bank/queryxpath.aspx 

57. http://hackme.webscanservice.com/bank/queryxpath.aspx.cs 

58. http://hackme.webscanservice.com/bank/servererror.aspx 

59. http://hackme.webscanservice.com/bank/transaction.aspx 

60. http://hackme.webscanservice.com/bank/transaction.aspx.cs 

61. http://hackme.webscanservice.com/bank/transfer.aspx 

62. http://hackme.webscanservice.com/bank/transfer.aspx.cs 

63. http://hackme.webscanservice.com/bank/ws.asmx 

64. http://hackme.webscanservice.com/subscribe.aspx 

65. http://hackme.webscanservice.com/bank/ws.asmx?disco 

66. http://hackme.webscanservice.com/bank/ws.asmx?WSDL 

67. http://hackme.webscanservice.com/bank/ws.asmx?op=GetUserAccounts 

68. http://hackme.webscanservice.com/bank/ws.asmx?op=IsValidUser 

69. http://hackme.webscanservice.com/bank/ws.asmx?op=TransferBalance 

70. http://hackme.webscanservice.com/bank/ 

71. http://hackme.webscanservice.com/ 

72. http://hackme.webscanservice.com/bank/ws.asmx?disco 

73. http://hackme.webscanservice.com/bank/ws.asmx 

74. http://hackme.webscanservice.com/bank/20060308_bak/ 

75. http://hackme.webscanservice.com/bank/account.aspx 

76. http://hackme.webscanservice.com/bank/account.aspx.cs 

77. http://hackme.webscanservice.com/bank/apply.aspx 

78. http://hackme.webscanservice.com/bank/apply.aspx.cs 

79. http://hackme.webscanservice.com/bank/bank.master 

80. http://hackme.webscanservice.com/bank/bank.master.cs 

81. http://hackme.webscanservice.com/bank/customize.aspx



 Samstag, 18. April 2009, Page: 8

82. http://hackme.webscanservice.com/bank/customize.aspx.cs 

83. http://hackme.webscanservice.com/bank/login.aspx 

84. http://hackme.webscanservice.com/bank/login.aspx.cs 

85. http://hackme.webscanservice.com/bank/logout.aspx 

86. http://hackme.webscanservice.com/bank/logout.aspx.cs 

87. http://hackme.webscanservice.com/bank/main.aspx 

88. http://hackme.webscanservice.com/bank/main.aspx.cs 

89. http://hackme.webscanservice.com/bank/members/ 

90. http://hackme.webscanservice.com/bank/mozxpath.js 

91. http://hackme.webscanservice.com/bank/queryxpath.aspx 

92. http://hackme.webscanservice.com/bank/queryxpath.aspx.cs 

93. http://hackme.webscanservice.com/bank/servererror.aspx 

94. http://hackme.webscanservice.com/bank/transaction.aspx 

95. http://hackme.webscanservice.com/bank/transaction.aspx.cs 

96. http://hackme.webscanservice.com/bank/transfer.aspx 

97. http://hackme.webscanservice.com/bank/transfer.aspx.cs 

98. http://hackme.webscanservice.com/search.aspx 

99. http://hackme.webscanservice.com/default.aspx 

100. http://hackme.webscanservice.com/feedback.aspx 

101. http://hackme.webscanservice.com/survey_questions.aspx 

102. http://hackme.webscanservice.com/bank/ws.asmx?WSDL 

103. http://hackme.webscanservice.com/bank/ws.asmx?op=GetUserAccounts 

104. http://hackme.webscanservice.com/bank/ws.asmx?op=IsValidUser 

105. http://hackme.webscanservice.com/bank/ws.asmx?op=TransferBalance 

106. http://hackme.webscanservice.com/comment.aspx 

107. http://hackme.webscanservice.com/survey_questions.aspx?step=a 

108. http://hackme.webscanservice.com/test.aspx
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Security Issues
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New Security Issues 

N/A
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Fixed Security Issues 

N/A
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Open Security Issues
(1 of 65) Application Error

Severity Low

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/login.aspx (uid)

Remediation Task Verify that parameter values are in their expected ranges and types. Do not output

debugging error messages and exceptions

(2 of 65) Application Error

Severity Low

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/login.aspx (uid)

Remediation Task Verify that parameter values are in their expected ranges and types. Do not output

debugging error messages and exceptions

(3 of 65) Application Error

Severity Low

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/login.aspx (passw)

Remediation Task Verify that parameter values are in their expected ranges and types. Do not output

debugging error messages and exceptions

(4 of 65) Application Error

Severity Low

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/login.aspx (passw)

Remediation Task Verify that parameter values are in their expected ranges and types. Do not output

debugging error messages and exceptions

(5 of 65) Application Error

Severity Low

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/subscribe.aspx (txtEmail)

Remediation Task Verify that parameter values are in their expected ranges and types. Do not output

debugging error messages and exceptions
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(6 of 65) Application Error

Severity Low

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/subscribe.aspx (txtEmail)

Remediation Task Verify that parameter values are in their expected ranges and types. Do not output

debugging error messages and exceptions

(7 of 65) Blind SQL Injection

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/login.aspx (passw)

Remediation Task Filter out hazardous characters from user input

(8 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/search.aspx?txtSearch=>'><script>alert('XSS Test

Successful');</script> (txtSearch)

Remediation Task Filter out hazardous characters from user input

(9 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/search.aspx?txtSearch=<script>alert("XSS Test

Successful");</script> (txtSearch)

Remediation Task Filter out hazardous characters from user input

(10 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/search.aspx?txtSearch=>"><script>alert("XSS

Test Successful");</script> (txtSearch)

Remediation Task Filter out hazardous characters from user input

(11 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/search.aspx?txtSearch="></STYLE><STYLE>@i

mport"javascript:alert('XSS Test Successful')";</STYLE> (txtSearch)

Remediation Task Filter out hazardous characters from user input
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(12 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/search.aspx?txtSearch="></IFRAME><script>alert

('XSS Test Successful');</script> (txtSearch)

Remediation Task Filter out hazardous characters from user input

(13 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/search.aspx?txtSearch="></style><script>alert('XS

S Test Successful');</script> (txtSearch)

Remediation Task Filter out hazardous characters from user input

(14 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/search.aspx?txtSearch="></title><script>alert('XS

S Test Successful');</script> (txtSearch)

Remediation Task Filter out hazardous characters from user input

(15 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/search.aspx?txtSearch="><SCRIPT

SRC=http://appliance.webscanservice.com/tests/xss.js></SCRIPT><" (txtSearch)

Remediation Task Filter out hazardous characters from user input

(16 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/search.aspx?txtSearch='><SCRIPT

SRC=http://appliance.webscanservice.com/tests/xss.js></SCRIPT><' (txtSearch)

Remediation Task Filter out hazardous characters from user input

(17 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/search.aspx?txtSearch="><STYLE>@import'http://

appliance.webscanservice.com/tests/xss.css';</STYLE> (txtSearch)

Remediation Task Filter out hazardous characters from user input
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(18 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/search.aspx?txtSearch='><STYLE>@import'http://

appliance.webscanservice.com/tests/xss.css';</STYLE> (txtSearch)

Remediation Task Filter out hazardous characters from user input

(19 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/search.aspx?txtSearch=</TextArea><script>alert('

XSS Test Successful');</script> (txtSearch)

Remediation Task Filter out hazardous characters from user input

(20 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/search.aspx?txtSearch=>"'><img

src="javascript:alert('XSS Test Successful');"> (txtSearch)

Remediation Task Filter out hazardous characters from user input

(21 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/search.aspx?txtSearch=--><script>alert('XSS Test

Successful');</script> (txtSearch)

Remediation Task Filter out hazardous characters from user input

(22 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/login.aspx (uid)

Remediation Task Filter out hazardous characters from user input

(23 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/login.aspx (uid)

Remediation Task Filter out hazardous characters from user input
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(24 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/comment.aspx (name)

Remediation Task Filter out hazardous characters from user input

(25 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/comment.aspx (name)

Remediation Task Filter out hazardous characters from user input

(26 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/comment.aspx (name)

Remediation Task Filter out hazardous characters from user input

(27 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/comment.aspx (name)

Remediation Task Filter out hazardous characters from user input

(28 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/comment.aspx (name)

Remediation Task Filter out hazardous characters from user input

(29 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/comment.aspx (name)

Remediation Task Filter out hazardous characters from user input
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(30 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/comment.aspx (name)

Remediation Task Filter out hazardous characters from user input

(31 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/comment.aspx (name)

Remediation Task Filter out hazardous characters from user input

(32 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/comment.aspx (name)

Remediation Task Filter out hazardous characters from user input

(33 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/comment.aspx (name)

Remediation Task Filter out hazardous characters from user input

(34 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/comment.aspx (name)

Remediation Task Filter out hazardous characters from user input

(35 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/comment.aspx (name)

Remediation Task Filter out hazardous characters from user input
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(36 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/comment.aspx (name)

Remediation Task Filter out hazardous characters from user input

(37 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/comment.aspx (name)

Remediation Task Filter out hazardous characters from user input

(38 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/subscribe.aspx (txtEmail)

Remediation Task Filter out hazardous characters from user input

(39 of 65) Cross-Site Scripting

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/subscribe.aspx (txtEmail)

Remediation Task Filter out hazardous characters from user input

(40 of 65) Directory Listing

Severity Medium

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/

Remediation Task Modify the server configuration to deny directory listing, and install the latest security

patches available

(41 of 65) Directory Listing

Severity Medium

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/

Remediation Task Modify the server configuration to deny directory listing, and install the latest security

patches available
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(42 of 65) Email Address Found

Severity Info

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/mozxpath.js

Remediation Task Remove email address

(43 of 65) Email Address Found

Severity Info

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/mozxpath.js

Remediation Task Remove email address

(44 of 65) HTML Comment Found

Severity Info

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/login.aspx

Remediation Task Remove html comments

(45 of 65) HTML Comment Found

Severity Info

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/account.aspx

Remediation Task Remove html comments

(46 of 65) HTML Comment Found

Severity Info

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/apply.aspx

Remediation Task Remove html comments

(47 of 65) HTML Comment Found

Severity Info

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/main.aspx

Remediation Task Remove html comments
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(48 of 65) HTML Comment Found

Severity Info

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/transaction.aspx

Remediation Task Remove html comments

(49 of 65) HTML Comment Found

Severity Info

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/transfer.aspx

Remediation Task Remove html comments

(50 of 65) HTML Comment Found

Severity Info

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/account.aspx

Remediation Task Remove html comments

(51 of 65) HTML Comment Found

Severity Info

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/apply.aspx

Remediation Task Remove html comments

(52 of 65) HTML Comment Found

Severity Info

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/login.aspx

Remediation Task Remove html comments

(53 of 65) HTML Comment Found

Severity Info

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/main.aspx

Remediation Task Remove html comments
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(54 of 65) HTML Comment Found

Severity Info

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/transaction.aspx

Remediation Task Remove html comments

(55 of 65) HTML Comment Found

Severity Info

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/transfer.aspx

Remediation Task Remove html comments

(56 of 65) SQL Injection

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/login.aspx (uid)

Remediation Task Filter out hazardous characters from user input

(57 of 65) SQL Injection

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/login.aspx (passw)

Remediation Task Filter out hazardous characters from user input

(58 of 65) SQL Injection

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/login.aspx (passw)

Remediation Task Filter out hazardous characters from user input

(59 of 65) SQL Injection

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/login.aspx (passw)

Remediation Task Filter out hazardous characters from user input
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(60 of 65) SQL Injection

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/bank/login.aspx (passw)

Remediation Task Filter out hazardous characters from user input

(61 of 65) SQL Injection

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/subscribe.aspx (txtEmail)

Remediation Task Filter out hazardous characters from user input

(62 of 65) SQL Injection

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/subscribe.aspx (txtEmail)

Remediation Task Filter out hazardous characters from user input

(63 of 65) SQL Injection

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/subscribe.aspx (txtEmail)

Remediation Task Filter out hazardous characters from user input

(64 of 65) SQL Injection

Severity High

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/subscribe.aspx (txtEmail)

Remediation Task Filter out hazardous characters from user input

(65 of 65) Test Script Detected

Severity Info

Test Type Generic

Vulnerable URL http://hackme.webscanservice.com/test.aspx

Remediation Task Remove file


